C xaxnsmv rozon MOTIOAEXKH B HHTEPHETE CTAHOBHTRCH Gonemme, a wxomBRERY OHK 13
CAMBIX AKTHBHEIX lome3osarenelt Pyucra. Mesxay Tew, NOMEMO  OrpoMHOTO KOTHYeCTna
BOIMOKHOCTCH, HHTepREr Hecer i npoliessl. 1a namsrxa ACTAHA noMous Tebe Geszonacuo

Kosnsiomepume SUpYyCHi

KoMmneoreprsi BHPYC — 9370 pasHoBmamocts KOMILIOTEDHBIX  nporpa,
OTHSRTENLHON  ocoBesnocTEto KOTOpoli  smasercs CnocobrocTy K PasMHOXCeHMIO, B
AODOTHERHE K 3TOMY, BHpYCH MOIYT NOBPIHTSE WM TIORHOCTLIO YHHSTOXUTS Bee daiim g

Meronet samuris or BPCROHOCHBIX POIpasy:
1.

Henommayii COBpeMeHHRBe OnepauHoOHnLIe CHCTEMB, HMEomue CEPEEINBI ypoBens
HAUHTEL OT BPSIOHOCHALX nporpamm;

TBOEM NePCOHANBHOM KOMITEIOTEpe;

4. chonbsyﬁ AHTHBHPYCHRE LporpaMmsane APOJIYETSI HIBCCTHRIX npoussoaHTERCH, ¢
ABTOMATHYCCKIM OGHOBTCHMeN Gas;

Cemu WI-F)

Wi-Fi - 310 ne suy NEPEIaYH MaHuuX, ne TEXHOAOTHR, & Boero mumy Gpenn, Mapxa, Ene
B 1991 roay HBACDaHACKaA KOMnanng JAPErHCTPHPOBANS Gpeny «WECA», y1o 00039810
Cliosocoyeranue « Wireless Fidelity», KOTOpEIHA NepeBoanTes Kak «BecnpoBoanay TOMHOCTEY,

Ho namero BPEMEHH nouwia npyras a00pesnarypa, KOTOpas sensercs Taxof e
TEXHOROrHEH, Do abGpennarypa « Wi-Fiy. Takoe nasmamue 6rimo ABHO ¢ HamexoM Ha Cranaapr
BRICIUHH $BYKOBOIT Texunky Hi-Fi, wro » TICpeBosie 03navaeT «BRICOKaY TOYHOCTEY,



ofezonacuus cebg or 38K8YKH BHDYCA Ha TROE yeTpoitctso;

3. Ilpu ucnomsaopasmy Wi-Fi orxmoun byaxwmo «OGuni AcCTyn K dadinam g
lpnerepamy. Manwas Qynkuus JAXPHTA 10 YMOMHAHHIO, O/HAKO HEKOTOpHE
NOTB30BATE/TH AKTHBUPYIOT ¢ 1ix YZoGeTsa HClOILI0BARNS B pabore win ygebe;

4. He ncnonsayi nyGmanst WI-F1 ang NIEPCAAH AMYHEIX JaHHEIX, HanpuMep ans

Habope seb-aapeca nrony HMerHO «https:/fn;
6. B moGummmom Tenedore  orkmoun byuxmmo  «lomkmonenue Wi-Fi

asroMaTHyeckny. He AoTyCxail asToMaTHYeckoro TOAKTIOYCHHA YCTpoficTsa K COTAM
Wi-Fi 6e3 TBoero COTNACHS.

Coyuaisime cemy

OCHOBHHC COBETH! 110 6¢30ﬂ8¢l~l001’ll 8 CONMANLHEBIX coTHX:

I. Orpaanes cnucox Apysefi. V 1e6a a APY3bAX HE NOMKHO ObiTh Cayvaiimx H
HEIHAKOMELX moaeH;

2. Sammnai CBOIO HACTHYIO u3up. He YKasusa# napoan, renedons, aipeca, nary
TBOErO POXICHHS W ApyTyio WTHYI0  HHpopMano. 3noymemmcHangy MOTYT
HCNOAB3OBATE Aae WuPOPMALHI o TOM, Ka8K THI ¥ TBOH pPOTHTETH IIaHKpyere
TPOBECTH KaHKKY LT,

3. 3anmmaﬁcno:opcnymnmo~nemoes wnmmumaaaﬁccﬁenonpoc:xomﬁu
Thi, 9TODEL APYTHE NOnBIOBATEMH BHIeAN, 9TO TI 3arpymaenss? Tonymati, npewe
JEM 4ro-To onyGruxopats, HammcaTs H 28rPYIHTE;

4. Ecan i FOBOPHING ¢ JOMRMI, KOTOPLIX He 3Haewms, e HCOOB3YH CB0e peansHoe
HMA ¥ Ipyryio audyio HADOpMANMH: UM, Mecto HRTENBCTBA, MCCTO yueln i

nexmponnvie Jenney

OnexTpONHEIE neHbrH — 310 0%%ene YA0GHLE crocod arexesl, onnaxo CyLecTayror
MOLICHHHKH, KOTOpPhe XOTST DOMYSHTS 311 Jlensra.



B Poccun me omy dyRKIIORHPYIOT B 0 mux YAKC NpONMCAHO B 32KOHE, rae px
PESRCIAOT HA HECKONBKO Bugop — AHOHHMHBIC H He AHOMMMHble, Pazunua 8 tom, uro
SHOHMMHBIC - 370 Te, g KOTOPBIX paspeiaeTcs mposoamTs onepammi Ge3 unesTudurammy
TI0E308AT1, & B HEAHONHMHLIX HACHTHOHKAIN noksopaTens ABIACTCR OBAIATENBHOM,

Ocronusie cosersr no Beonacuoi patore ¢ VICKTPOHHBIMH JAEHBIaMA:

1. Ipupsamn x CHETY MOSHALHBIR Tenedon. Fro CaMBI yA00HBIT B GRCTDLI cnocod
BOCCTAHOBHMTL stocTyn K cuery. Ipusssanusii renedon nomoxker, ecnu 3abynewsn
CBOH nuaremmeii I8pOAL wim 3aliaeuts Ha calT ¢ HEIHAKOMOrO yeTpoticTsa;

2. Hemommayii CAHopasoBsie naponn. ITocne Iepexona Ha yeuaeHnHy0o ABTOPH3ANIO
Tebe yxe ue Syaer YTPOETH ONACHOCTL KPawH Moy TICPEXRATA NIATeRHOTO nmapony;

3. BuBepn cnosmunis mapoas. Hpectynumxas Oymer e npocro yranars chaosnnit
112poits, Hanexnie mapony — aro TIAPOJLL, KOTOPHIE CONtepHKaT He Mence 8 3HAKOB ¥
BIIOTRAIOT B ce0% CTpoymble 1 npourcHsic Gyksel, qudpn » HECKOIBKO CHMBO0B,
TAKHC KAK SHAK 20/1/1apa, dywra, BOCKTHUATE b RAI HAK | T,11, Hanpmvep, $tROng!;;

4. He BBogu crop THYHBIC NaHHLIC HA caltrax, KOTOPEIM He J0BCpReIs.

exmponnas noyma

DNeKTPOHHAS 0YTa — 310 TEXHONOrHA & npenocTarmeMLle eio YCIYIH 00 nepeckinke w
HOIYYEHHIO 2ReKTPOHRKIX coobmenuii, xoTopese pacnpegenniores s KOMIBIOTepHOH cery.
ObR4Ho VICKTPOHHEIR  109TORLIH AUHK  BRITASOHT CIEAYIOUHN  obpason:

1. Hano suGpar, UPAaBMIBHE NoYTORLIR cepenc. B urreprere ecty OrpoMHEI BmGop

LCPBEL B pefitunre;
2. He ykasmpaii g AHMHOR TIOUTE JHuny0 HHGopManmo. Hanpimep, ayame BeICpars
UMYSLIKUTLHOIH danar@s nan «pox2013» mmecto «remal 3y;

3. Henoanayi ABYXITANNYIO aBTOpH3aLsIO. D10 KOTAE moMIMO DApoIs HYXHO BEOHTS
RO, upHChUIaeMBI 1o SMS;

4. Buibepr crowmmi napons. Jins xamuoro TIOUTOBOIO SlUHKa AOMmmen Grrrs CBO#H
HAACKHLIHR, VeToRuHBLI & B3IOMY napons;

5. Ecmn ecs BOIMOXKHOCTE Hanucars CaMoMY CRON MurviHati BONpOC, renonsayii y




Kubepbysaumz uay Supmyasroe uzdecame ncmeo

KubepSynmunr — OpeCieAOBaR e CooOmen ANy, CoAepKAMY ockopOncrHns,

arpeccuio, sanyrusanue; XYARTAHCTEO; CotmManLHoe Bolikomuposanue ¢ TOMOMIBLIY pasigpx
HHTEPHET-CepaHCcon,

Ocrosngie coserst 110 Goprie ¢ KubepSynmmmroy:

1. He Spocaitcs 5 Goji, Ty cnocos: TOCOBeTORATECA Kak ceba BecTy H, ecnu ger
TOrO, K XOMY MO®KHO o0parutecs, T0 BEAYaTe yenoxonteea. Ecmm Thr masmerg,
OTBEYATL ocxopOieHmAMY Ha OCKOpONeHHR, TO Toapko eme Gonbise pazosckenms

Ynpasasit caoeit xubeppenyranue;
AHOHUMHOCTE B cory MuAMas. Cymecrsyior Cnocolbl BHSCHHTS, &To CTOUT 33
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8. Ecom i CBHACTEND  Knbepbyanmura, Teon neficrang: BEICTYNHTS  npotue
Tipecieaorarens, noxasars EMY, WT0 ero medicremy OLCHHBAIOTCE  HeraTHsno,
nojepxars ACPTBY, KOTOpPOH HYAHZ [CHXOMOrmueckas ToMoms, coobumTe
BIpocism o paxre arpeccusmoro NOBCACHHR B CeTH,

MobGurerea meeghon

Hancxo ne nee IPOH3IBOANTE SHIYCKA0T OOHOBCHM, IAXpHBAKOMMEe KPHTHYECKHE
YASBEMOCTH A8 CROMX Yerpo#crs,
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5, He sarpyxal nDpeioAenns 0T HEH3BECTHONO HCTOMHHKA, BeAb OHH MOTYT COACPKATS
BPEAOHOCHOE NporpavmHoe obecneuenne;

6. Tlocne 1010 K&K Thl BhAZCIIL C CAlTa, Tiie BBOANA JAHYHYIO HHGOPMALKIO, 3aiix B
nacTpoiiky Gpaylepa u yaanu cookies;

7. Tleproau4ecku npoBepsil KAKKE IVIATHLIC YCIYTH AKTRBHPOBAHA! HA TBOEM HOMEDE;

8. Masad cpolt momep MOOHILHONO TeledOHA TOABLKO JIOASM, KOTOPRIX THI 3HAEMEL H

KOMY JOBEepAeils;
9. Bluctooth gomxen OwniTe BBIKTIOMCH, KOTA& Thl MM HE noabsyemscs. He s3aGpsait
HHOTAA NPOBEPATH 310,
Online uzpet
CoBpeMeHHEIE OHNARH-HIPH — 970 KPACOYHBIE, JAXBATRIBAOMIME PAIBJICHCHHS,

ODBEMHAOUIME COTHH THICKY HEIO0BSK NO BeeMy MEpY. MIrpokn MCCneRyrloT NaHHBI AM MHP,
obWwaoTeA APYT ¢ APYrOM, BHINOIHAIOT JANAHKA, CPAKAOTCA ¢ MOHCTPAME B NMOTYHAKOT ONBIT.

3a yIOBONHCTBHE OMM NAZTAT: [OKYNAKT AMCK, omnasusaior aboxement wm npuobperasor
KaxHe-TO ONHH.

Bee grm cpenctsa mayr Ha NOANEPKAHHE H PA3BHTHE HIPH, a TaKAE HA caMmy
0e300aCHOCTE:  COBEPUICHCTBYIOTCY  CHCTEME! ABTOPH3AIMAM, BLINYCKAIOTCH HOBRIE nam™iy
(uxdporkie 3annaTky I8 NPOrPaMM), 3AKPEIBAIOTCA YHIBHMOCTH CEPEEPOSB,

B ncaobHex Mrpax CTOMT ONACATHCA HE CTO/ILKO CBOHMX CONEPHHKOB, CKONBKO KPakH
TBOETO NAPONA, HA KOTOPOM OCHOBAHA CHCTEMA ARTOPHIALNH GONBLIIMHCTEA HID.

OcHOBHBIC COBETH! 110 HeIONACHOCTH TBOCIO HIPOBOTO AKKAYHTA!

1. Ecnn apyroit urpok seaet cels n10X0 WK cosfaer Tefe HeNpHATHOCTH, 3a6n0KupyH
€70 B CIIHCKE HIPOKOR;

2. Tloxany#ics AIMHHHCTPATOPAM MIPE HA (UIOXOC MOBEACHHE IJTOIO MIPOKE,
WENATENBHO NPHIOKHTE KAKHE-TO JOKAIATENLCTEA B BHAE CKPHNOR;

He ykasmsait auqnyio uadopManmio B npodatine urpel;

Veasait APYIHX YUACTHHKOB 1O HIpe;

He ycranasnupail seodnuransabic naris € MO,

Hcnonsay# cromusie ¥ pasHeic NAPOIH;

Haxe BO BpeMs MIDPbI HE CTOMT OTKAKOYATH AHTHBEpYC. IToxa Tei urpaemms, Teoft
KOMIBIOTCP MOTYT 3apasiis.

by S e

Drauun2 WA KPANCA RUNHBIX OanKBIX

OBpriHOf Kpawkell JeHer M JOKYMEHTOB CErOAMM Y€ HMKOrO HE YAHBHIIL, HO C

PEIBHTHEM  WHTCDHET-TEXHONOIMH  3MOYMBUUICHHHKH NEPEMCCTHANCE B HMICPHCT, H
HPOACIARIOT 3aHHMATECH «TO0HMBIMY JICTIOM,

Tax nossAnack HOBaR yrpo3a: HHTEPHET-MOWCHHIYCCTBA WM (DUIIHHT, TIABHAN Heh
KOTOPOTO COCTOHT B NONYHCHHH KOMQHUEHUAAIBHMIX AEHMEIX NOALIOBATENEH — JNOTHHOB ¥

naponci. Ha anrauiickom assike phishing unraercs xax duumnr (ot fishing — pubran aomns,
password — 1apoas).

Ocrosusie copeT M0 Gopsbe ¢ drmmnron:

L. Caem 3a csomm agkayerom. Ecmm Tet NOAO3PEBACb, YTO TBOA aHKeTa Okina

B3I0MaHa, TO HeobDxoaumo 3abnokmposars cc u CooGWMTH AIMHRHCTPATOPAM
pecypca of 3TOM Kak MOXKHO cKopee;




2. Henonsayit  Gesonucksie Beb-caitTel, B TOM wumeIe, HHTCPHCT-MAra3HHOB H
HOMCKOBBIX CHCTEM;
3. Henoawsy#t cromusie u pasue napomn. Taxam ofpasoM, ecnn Teby BITOMAKOT, TO
HIOYMBELICHRHKH HOMYSAT A0CTYI TOMBKO K ONHOMY TBOCMY OPOPHTIO B CeTH, a ge
KO BCEeM;
4. Fenm Teba mazomasy, 1o neoBxomimo OPSAYUPEIUTE BCEX CBOMX 3HAKOMBIX,
XOTOpHie 1o0asiieltl y TeO4 B APYIHAX, O TOM, ITO TeHA BLIOMAIH H, BO3MOWKHO, OT
TBOCTO MMEHH OYACT PACChIIATHCA CILAM B COBUIKH Ha GuumAroBEIe caliTsy;
Yeranosn sagexusii napons (PIN) #a MoOs1ssm1 Tenedon;
CoXpancHue napoas B Spayiepe;
He orxpeisait daiine 1 apyrve nrowenns s THCBMAX JKE CCTH OHM NPHUUIM OT
TBOHX xpysed. Jlyswme yrounn y nux, OTHPABIANH AM OHM Tebe 2TH dalingr,

o

Hugposas penymayus

Ilndponas penyranus - 1o werarusxas WM NO3HTHBHAY HHPOPMALHK B ceTH 0 Tebe.
Komnpometnpyromas HEdOpPMALA pasveiicHHay B HHTEPHETE MOXET CephesnmM obpasom
OTPAIRTLCA HA TROEH peanbHON KHIHK, «llrndporas penyrauuss - 310 T8Ol HMUJDK, KOTOpBIH
dopmupyeres n3 HrdopManun o rebe 5 HHTEpHETE,

Taoe Mecro xuTenscrsa, yuelOnl, TROC HRaHCOBOE NOAOMERNE, 0COOCHHOCTH XapakTepa
H PACCKAIKL O DAMIKHX —~ BOE ITO HRKATIMBACTCH B COTH,

MHOT#E TOAPOCTKH HErkOMBICICHAG OTHOCATCR K [TYONMKAIHK Nesrol ungopManuK B
Hurreprere, ne nonumas sosmommLx nocneacTaul. Thi aawe ve cMoXens JoranaTecs o TOM,
4To dororpadng, pasmemensas 5 aer Halan, CTala NpHYMHON OTKA3a NPHNLTEL Teh4 na pabory.

Kommenrapau, pasmemcHse TBoux Gororpaduit u apyre aeficTRus MOIYT He
HCHEIHYTL A0KE NOCAC TOIO, Kak Thl MX yaanuume, Te He 3mHaems, x10 CoXpanns arty
HHPOPMALILO, NIONAIA JIH OHA B NOHCKOBLIE CHCTEMBI H COXPAHMIACH JIH OHA, 4 IABHOS: 9To
noxyMaT o Tefe oxpyxalomee momn, KOTOpEIC HalayT B YBHAAT 370, Hajitu HHEGOpMau:o
MHOTO JCT COYCTH cMoweT MoGoH — kak M3 A06pHIX noGyxaenuii, Tax u c HamepenueM
VPHTIMHATE BPER. IT0 MOKeT BLITH KTO YromHo.

OcHoBHER COBeTH! 110 3aMKTe nadpopoli penyranuu:

1. Tlogymaii, npesie weM 4To-To ny(OIMKOBATL M IepeiaBats y ceba B Gnore wau s
COLMANBHON ceTh;

2. B nactpoitxax upopiis YCTAHOBH OrPARHUCHAA BA NPOCMOTP TBOERO npodung  ero
CORCPIKHMOrO, CAcHal ero TOILKO «uis Apyseiy;

3. He pasmemait u ne ykasema HHPOPMALHIO, KOTOPaS MOKET Koro-n#6o ocxopbasts
HIR O0HM#ATS.

Asmopexoe npaso

CoBpemennste  wxombHEK— AKTHBHLIE NONMBIOBATENH  IUDPOBOrO NPOCTPAHCTEA.
Omaaxo najsexo me Bee ImaroT, Yro HNOIEZ0BAHHE MHOIMMH BOIMOKHOCTSMHA uHdposoro Mupa
TpeSyer cobmonenns npas xa HHTC/LIEXTYRNBAYIO COBCTBEHROCTS.

Teprnn CHHTC/LIEKTYANLHAS COBCTBEHHOCTSY OTHOCHTCE K PEUIMYHEIM TBOPEHAAM

ACMIOBCHCCKOIC YME, HAYMHAS ¢ HOBLIX #300peTenit 1 3HakoR, 0003HAYAOUHX COBCTBERROCTE

YA MPOAYKTHI M YCOYIM , W 3akanusas Kuuramu, dotorpadmss, KHHODHALMAMH ¢
MYILIKILERIMH HPOHIBEACHHAMA.



ABTOPCKHC Ipasa — 3710 npasa Ha HHTELICKTYNBHYIO COGCTBEHHOCTE HA NPOHIBENCHHS
HAYKH, JATCPATYDSI 0 HCKYCCTBA, ABTOPCKHE Npasa BLICTYTIAIOT B Ka4CCTBE I'SPAHTHH TOFO, YTO
RETCICKTYRNbEbIA TBOPYCCKHIt Tpya asTopa He OYACT HANPACHBIM, AACT eMy ClIpaBe THEEIe
BOIMOKHOCTH 38pabOTaTh Ha Pe3y/bYarax CBOEro Tpyza, HOAYMHTS HIBCCTHOCTE H MPH3HaNHe,
Huxro Oe3 paspemerus ABTOPA HE MOXKCT BOCHPOKIBOAHTE 610 NPOM3BEACHHE, PACIIPOCTPRHATD,
NyOAHYHO  AEMOHCTPUPOBATE, Npofasark, HMIOPTHDOBATH, MYCKaTs B MpOKAT, nySanaro
HCTIONHATE, NOKAIHBATE/ MCNONHATS B bUPE WM pasmeinaTy 5 Hurepuere.

Hemonssosanue «omparckoros TIPOTPAMMHOIO 0GeCIICUEHHA MOKET MPHBECTH K MHOMMM
PHCK@M. OT [IOTCPH DAHHBIX K TBOWM aKKQYRTAM A0 GA0KHPOBKH TBOCTO yeTpolicTsa, rae
YCTRHORICHHWH HC feraneHas nporpasva. He cromT Taxse 3a0biBats, 9TO cymecrayer
HErAIBHEIE i GECILIaTHbIE POTPAMMEI, KOTOPHE MOKKO HAHTH B CoTH.

O nopmare

Ceresnuox.pd — TBOH rnasumil copersnx B CeTH. 34eCh THI MOKEMb Y3HATE ©
Ge3onacHocTH B CeTH MOHATHENM H AOCTYITHBIM SIHKOM, @ NP BOIHHKHOBCHHN KPHTHYECKOH
CHIYaUHH 00paTHTBCK 33 COBETOM. A Takke NPREATE YHACTHE B KOHKYPCAX H CTATh CAMBIM
OHGPOBEM rpakaanmmom!




